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(57) ABSTRACT 

Aline card for a data packet router interfaces to a high-speed 
standard data link, and has a first portion interfacing to the 
router and having a plurality of slower ports, and a second 
portion having a framcr compatible with and coupled to the 
data link. The framcr is coupled through an ingress and an 
egress data path between the firamer and the slower ports, 
each with separate ingress buffers and egress buffers for each 
port. An interface control circuit controls data packet trans- 
fers between the slower pons and the framer in both direc- 
tions. In a preferred embodiment a function is used by the 
control circuit to map packets from the link to the ports, 
using keys extracted from the incoming packets. For an IP 
packet the key is the source address, destination address 
(SA/DA) pair, which constrains packets for same IP con- 
versations to be routed by the same path. 

24 Claims, 8 Drawing Sheets 
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METHOD AND APPARATUS FOR MAPPING link, processes the extracted key for each packet, and uses 

DATA PACKETS BETWEEN LINES OF selected bits of the result for the packet to map the packet to 

DIFFERING CAPACITY AT A ROUTER *° individual one of the slower ports. The processing may be 

INTERFACE ^ hashing function. The key for an incoming 

5 Iniernei Protocol (IP) packet in one embodiment is the 

FIELD OF THE INVENTION source address, destination address (SA/DA) pair, producing 

a unique processed result, such that all packets having a 
The present invention is in the area of routing data packets common SA/DA pair arc routed by the same slower port, 
in data packet networks such as the well-known Internet, and using a selected pair of bits from the result. Labels of 
pertains more particularly to methods and apparatus for multi-protocol label-switching (MPLS) packets may be pro- 
implementing a single higher-capacity port from a plurality cessed to map MPLS packets to the slower ports, and 
of lower-capacity ports. packets other than Internet Protocol (IP) and multi-protocol 

label-switching (MPLS) packets may be processed by point- 

BACKGROUND OF THE INVENTION io-point protocol (PPP) code. 

At the time of the present patent application demand for is ^".^"'^ embodiments of the line card the control circuit 

increased data capacity and eflBciency in Interact traffic monitors buffer content for the mgrcss buffers, and reroutes 

continues to increase dramatically as more individuals and Packets from a first buffer to a second buffer, based on the 

businesses increase their use of the Internet. The ever- ^""^^ ''''"^^"^ ^^"^^ ^^''''^ ^ ^'^'"^^ threshold. The 

increasing demand also drives development of equipment ^S^^s buffers may be provided m a capacity to hold at least 

for the Internet such as data packet routers. A number of 20 maximum-size packets, and the control circuit pulls a 

enterprises are developing routers that are capable elf faster P^^^^ei from a buffer for the framer only if the buffer contains 

and higher capacity handling of data packets. ^. ^o°^Pl*^lf P^^*^*^*' ^^o^^^^^^ ^P^^^ invention, on a 

™_ , • , . „ line card for a data packet router, a, method for routing data 

The Interact, operaung globaUy, comprees componeats ^^^^ ^^^^ ^ ^^^^^^^ ^^^^ ^ ^ ^ transmLion 

from a Wide vanety of compames and organizations. It IS, of ... 1 i-. ^ 1 * 1 . 

. i . ® - • capacity to a plurauty of slower ports or packet processing 

course, necessary that such equipment conform to certain 25 . . • . . ^. j • *i- . r7\ 

.-^ - .jjj L . engmes is provided, the method compnsmg the steps of (a) 

hardware and connection standards and operate by certain , r u • ■ 1 * ^^.x ^ - 

e . A ^ J * 11^ .^^ 11 extractmg a key from each mcoimog packet; (b) producing 

data transfer standards and protocols. THese standards are all , „„i ^^jata siring from the key. (c) Electing bits from iZ 

well known the skilled artisan. ^^^^ l^^. ^a)mmm the packets to the slower ports 

In the Internet art at the time of this application a common according lo the binary value of the selected bits, 

sundard for links between routers is the SONET OC-48c j„ embodiments of the method the standard link is 

standard which provides a data capacity of 2.5 gigabits per compatible with SONET OC 192c protocol, and the slower 

second (Gb/s). The mcreasmg demand for faster routmg has compatible with SONET OC 48c protocol. Further, 

led to a higher-capaciiy mterconnection OC-192c standard unique data string may produced by a hashing function, 

with a data capacity four times higher, or 10 Gb/s^TTiose Also in some embodiments, in step (a), the key for an 

puiveyors of router equipment conforming to the 0C^8c incoming Internet Protocol (IP) packet is the source address, 

sundard have an incenuve to upgrade to the higher-capacity destination address (SA/DA) pair, producing a unique result, 

standard. One way lo upgrade a router having 0C-48c ports ^.^.^ ,^3, ^.^^^ ^^^j , ^^^^ 

to interface to OC-192c inks, is to develop new hne cards ,0^5^ by the same slower port, using selected bits from the 

with OC-192C compatible ports, and mterface circuitry to „^ ^^3„„_ „„j 

result may be produced from the 

handle the higher-speed mterconnectmg links. Developmg SA/DApair by a hashing function, 

the new equipment is far from trivial, and requires consid- , . -./Aii_if k- . i 

erable time and ex nse » ^ In some embodiments, in step (a), labels of multi-protocol 

era e ime an expense. label -switching (MPLS) packets arc selected as the key. Also 

The present inventors have developed a new and unique some embodiments, in step (a), the key for packets other 

method and apparatus for interfacmg router equipment ongi- ,^^0 Internet Protocol (IP) and multi-protocol iabcl- 

nally developed and devoted to the OC-48c standard to the switching (MPLS) packets may be point-to-point protocol 

newer, higher-speed OC.192c links. (ppp) code. Packets may be routed to the sk)wcr ports 

SUMMARY OF THE INVENTION through ingress buffers dcdica^d to the ports. 

In some embodiments buffer content for the ingress 

In a preferred embodiment of the present invention, in a 50 buffers is monitored, and packets are rerouted from a first 

data packet router, a line card for interfacing to a standard buffer to a second buffer, based on the first buffer content 

data link having a first transmission capacity is provided; being above a pre-set threshold. An egress buffer may be 

comprising a first portion interfacing lo the router and provided for each slower port in a capacity to hold at least 

having a plurality of ports or packet processing engines each two maximum-size packets, and a packet is pulled from an 

with a transmission capacity less than that of the standard 55 egress buffer for the framer only if the buffer contains a 

data link; and a second portion having a framer compatible complete packet. 

with the standard data link coupled to the standard data link, in yet another aspect of the invention a method for 

an ingress and an egress data path between the framer and enabling a data packet router line card having a plurality of 

the slower ports or engines, each with separate ingress pons or packet-processing engines 10 receive on a data link 

buffers and egress buffers for each slower port, and an 60 having a capacity greater than the capacity of any one of the 

interface control circuit controlling data packet transfers ports is provided, comprising the steps of (a) adding a framer 

between the slower ports and the framer in both dircaions. to the card for coupling lo the data link; (b) coupling the 

The standard data link may be one of OC-192c-compatiblc framer to slower ports through an interface control circuit 

or 10 Gigabit Ethernet compatible, and the slower ports may and buffers dedicated one-to-one to each port; (c) extracting 

be 0C-4Sc ports. 55 a key from each incoming data packet; and (d) using the key 

In a preferred embodiment the interface control circuit with a mapping function to map each packet to an individual 

extracts a key from incoming packets from the standard data ingress buffer, and hence lo an individual port. 
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In this method in some embodiments the plurality of ports direction, for example arriving at block 17 from OC-48 ports 

are each SONET OC-48c compatible, and the data link is 1 through 4, are muilipiexed onto line 21 to be transmitted 

OC-192c compatible or 10 Gigabit Etheraei compatible. In to block 19. Similarly, data packets arriving from ports 

step (d), the mapping function may be a hashing function OC-48 A through D at block 19 arc multiplexed onto line 21 

producing a unique bit map for each extracted key, and s to be transmitted to block 17 and hence onto to ports OC48 

specific bits of the bitmap arc selected and used to map the 1 through 4. In this scheme line 21 is operated, for example, 

packet to individual ones of the ports. The key for an as a time division multiple access link, wherein each port 

incoming Internet Protocol (IP) packet is, in a preferred pair has a transmit and receive time slice. Port 1 may be 

embodiment, the source address, destination address (SA/ paired with port A for example, and receive onc-forth of a 
DA) pair, producing a unique result, such that all packets lO time cycle for transmitting and receiving, 

having a common SA/DApair are routed by the same port. Note that the data on Une 21 is strictly controlled and 

using selected bits from the hash result. constrained, so this solution does not soWe the problem of 

In some embodiments labels of multi-protocol label- how to interface OC-48c ports efBciently to an unstructured 

switching (MPLS) packets arc hashed to map MPLS packets OC-192c line, which is the problem illustrated in general 
to the ports, and packets other than Internet Protocol (IP) and 15 terms in FIG. 3. FIG, 3 shows an unstructured OC-192c 

multi-protocol label-switching (MPLS) packets are hashed source/receiver 23 connected to four OC-48c ports 25—31, 

by point-to-point protocol (PPP) code. Also in some labeled also as ports 0, 1, 2, and 3. In this example each of 

embodiments the control circuit monitors buffer content for the OC-48c ports is a packet-processing application-specific 

the ingress buffers, and reroutes packets from a first buffer integrate circuit (ASIC), rcfened to by the inventors as a 
to a second buffer, based on the first buffer content being 20 packet processing ASIC, or PPA. The simple point-to-point 

above a pre -set threshold. Further, there may be a step for connection is, of course, impractical, because there is no 

coupling the framer to the ports also through individual way to manage apportioning data packets among the four 

egress buffers each having a capacity to hold at least two PPAs. 

maximum-si2e packets, and wherein the control circuit pulls jhcre are really two problems, or desirable results, illus- 

a packet from an egress buffer for the framer only if the 25 j^^j^j 3 ^ ^^^j^ ^ desirable to balance 

buffer contains a complete packet. uaffic among the four PPAs. The other is that it would also 

In embodiments of the present invention taught in be highly desirable if IP packets having the same source and 

enabling detail below, for the first time apparatus and destination could be routed by the same physical path. This 

methods are contributed for mapping a fast link to slower is because in IP, packets may typically be for real-lime 

ports or engines, and for ensuring as well that IP packets all communication, such as telephone conversations and the 

travel by the same path. like, and if such packets take different routes from source to 

destination there will likely be problems with latency and 

BRIEF DESCRIPTION OF THE DRAWINGS dropping of data packets. Packets wiU not typically arrive in 

CTi^ 1 • ui 1 J- e 1 . M- order if traveling by different routes, and therefore may not 

FIG. 1 IS a block diagram of an exemplary router with 35 . , t.i j ^ j • • . , . 

, J . . . _r . .1 . !1 be properly reassembled at the destmation. AUo, packets 

conventional data mterfaccs m the pnor art. • - r . 1 ^ ^ ^-^-vio 

^ . ^. ^ arriving out of order are commonly dropped, and the 

FIG. 2 is a diagram lUustratmg a prior art approach to dropped packets must be resent. This wastes bandwidth, 

interfacing an OC-192 link to, OC-48c ports. i^^ers throughput, and delays dehvery. 

no. 3 is a diagram illustrating the problem of connecting 4 ^ , ^^^^^^ illustrating an interface according to 

an OC-192C link to 0C-48c ports. embodiment of the present invention. In this schematic 

FIG. 4 is a diagram illustrating an interface according to OC-192c line 33, operating at up to 10 Gb/s, interfaces to 

an embodiment of the present invention. four OC-4«c PPAs 35-41 through a unique hardware inter- 

FIG. 5 is a more detailed block diagram encompassing face 43. In a preferred embodiment of the present invention 

block 43 of FIG. 4 interfacing to OC-48c ports. 45 block 43 is implemented as a single ASIC. In other embodi- 

FIG, 6 is a diagram ofelements in the Ingress Data Path ments block 43 may be a chip set, and in still other 

of FIG 5 embodiments there may be a microprocessor and firmware 

HG ?■ is a diagram of an IP data packet indicating a ''"P'"^^ '° /'^f ^'""^'■''■"""y 

J c L 1 . described m further detail below, 
unique method tor routing such packets. 

no. 8 is a diagram of elements in the Egress data path of 5° ^ " block diagram illustrating additional elemenis 

pj^ ^ ^ ^ *^ and mterconneciivity for interface circuitry 43 of FIG. 4. In 

FIG. 5 packets coming into interface circuitry 43 arrive and 

DESCRIPTION OF THE PREFERRED l^Si^Q an OC-192c u-ansponder 45. Packets are exchanged 

EMBODIMENTS between the transponder and an OC-192c. framer 47. Both 

55 transponders and framers are circuit elements well-known in 

FIG. 1 is a block diagram of an exelnplary router 11 with the art. In the case of packets coming into a line card and 

conventional data interfaces 13 and 15 as used in the transferred from the OC- 192c framer 47 into and through an 

prior- art. Interfaces 13 and 15 in this example are line cards Ingress data path 51 and then to PPAs 0 through 3. Packets 

each having four OC-48c standard ports capable a data rate from the line card exiting to an OC-192c line go from PPAs 

of 2.5 Gb/s each. Line card 13 is labeled i, and line card 15 50 ® through 3 through an Egress data path 49, and then to the 

is labeled IJ illustrating that there may multiple line cards OC-192c framer 47. then to the line. The handling of ingress 

in a router and egress packets is necessarily somewhat different, which 

FIG. 2 is a diagram illustrating a prior art approach to ^ the motivation for the different Egress and Ingress data 

interfacing an OC-192 link to OC-48c ports. In this approach palhs. 

there are two end-blocks 17 and 19, each interfacing to four 65 FIG. 6 is a block diagram of ingress data path 51 from 

OC-48c ports. A single line 21 joins the two end -blocks, FIG. 5. Ingress packets received from OC-192c framer 47 

labeled OC-192. In this solution data packets in one arrive at a rate that is four times faster than a single PPA can 
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handle. Ingress logic needs to evenly disperse the incoming to, in a prefened embodiment, a programmable threshold 

packets over the four PPAs 59, 65, 71 and 77 on the line card relative to the momentary load content of each FIFO. During 

to keep up with the incoming trafl5c. Dispersion of the those periods when all FIFOs are functioning below 

packets also needs to be balanced in order to keep any one threshold, the load balancing by hashing will be considered 

PPA from being overloaded with packets, and to maximize 5 adequate. If a threshold is exceeded, however, and prefer- 

thc overall through put. Since no dispersion scheme: round ably before packets arc ignored or dropped, the IPD will 

robin, linear, or any other, is perfect, buffering memory is spill packets from the threatened FIFO to a FIFO less 

required in each separate path to a PPA, and there are loaded This is done in one embodiment on a round-robin 

therefore four synchronous firsl-in first -out buffers; one in basis so redirected packets will go by the next path in order 

each path, these being buffers 55 associated with PPA 59, lo for which it is found that the threshold is not exceeded, 

buffer 61, associated with PPA 1, buffer 67, associated with no. 8 is a block diagram of Egress data path 49 of FIG. 

PPA 71, and buffer 73. associated with PPA 77. The purpose 5, xhe elements in this example are a framer interface 93, 

of the buffermg memory m each path to a PPA is to even out and four FIFO buffers 95, 97, 99 and 101. In a preferred 

any temporary unevenness encountered m the dispersion embodiment there arc four FIFOs 95, 97, 99 and 101. each 

technique, described m more detail below. 15 interfaced to a PPA from 0 to 3. The FIFOs are for temporary 

Referring again to FIG. 6, there arc two new and unique storage to have an entire packet before being read by a frame 

elements in the data path, an Ingress Packet Demultiplexer interface 93 to be sent to framer 47. Interface 93 reads the 

(EPD) 53, and four separate Utopia Interface Converters FIFOs in a round-robin scheme in this embodiment, skip- 

(UIQ. Tlie function of the IPD will be first explained. As ping any FIFO not having a complete packet. Since the 

seen in the exemplary block diagram there are data bus and 20 frame interface is four limes as fast as the PPA interface, 

control connections between the elements of the Ingress each FIFO needs only enough capacity lo store only two 

Data Path. maximum size packets. 

One important function of the IPD is to map incoming A major advantage of the unique circuitry and connec- 

packets into the four separate HFO buffers 55-73. It is tivity described in embodiments above is that relatively 

desirable, as before stated, that TP packets having the same 25 uncomplicated additions, being the egress and ingress cir- 

source/destination pair be all routed by the same physical cuitry and:the control blocks described above (IPD, UIC and 

path, and it is further desirable that a creditable job of framer interface) can be added to a line card developed for 

load-balancing be done as well. OC-48c handling, providing a card for interfacing to an 

FIG. 7 is a generalized diagram of an IP data packet 79 in OC-192c line, while also balancing data flow and ensuring 

the art. In IPv4 protocol there is a data portion 81 and a that IP packets having the same SA/DApair are routed by a 

header portion 82 comprising five header fields 83 through constant path. 

91. Amongst the five fields are a souroe.address (SA) and a u wUl be apparent to the skilled artisan that the cmbodi- 

destination address (DA). Given an SA/DA pair, the IDP ments described are exemplary, and that there may be 

appUes a hash function to determine a unique bitmap for considerable alterations in the embodiments described while 

each SA/DApair, so that aU packets with a common SA/DA not deviating from the spirit and scope of the present 

pair will result in the same bitmap. As there are but four invention. It is desirable that functionality in a preferred 

destinations. FIFOs 55, 61, 67, and 73, the IDP need only embodiment of the invention be implemented as hardware, 

consider any two bits of the result of the hash. In a preferred with a minimum of software -based functionality. This is not, 

embodiment the two bits considered are the two least however, limiting to the application and practice of the 

significant bits. Packets are then routed to buffers 55, 61, 67 invention, and software functionality may be used more 

and 73 according to these two selected bits, unique and extensively in many embodiments. The invention should be 

common for each unique SA/DApair. Thus, IP packets with accorded the breadth of the claims that follow: 

the same SA/DA are always routed by a common physical What is claimed is: 

P^*^* ^5 1. In a data packet router, a line card for interfacing to a 

MPLS packets are hashed using up to three labels on the data link having a first transmission capacity, comprising: 

label stack for the packets. All other packets (not IP or a first portion interfacing to the router and having a 

MPLS) are hashed according lo poim-to-point protocol plurality of ports or packet processing engines each 

(PPP) code. This keeps common PPP types together by path, with a transmission capacity less than that of the data 

and disperses various other PPP types over the four PPAs. iin^; and 

Each UIC in the four separate data paths to PPAs reads 3 ^^^ond portion having a framer compatible with the data 

packets from the coupled RFO and passes packets to the ^^^^^^ ^^e data link, an ingress and an egress 

assoaaied PPA, in this example, by a UTOPIA lll+inierface. ^aia path between the framer and the slower ports or 

The UIC design mimics framer handshaking to PPA engines, each with separate ingress buffers and egress 

mterfaces. so there needs be no alteration of the PPAs to 55 buffers for each slower pon, and control circuitry in 

accommodate the dau transfer. * ^^^^ data path controlling data packet transfers 

In most cases, because the input to a line card such as between the slower pons and the framer. 

described herein will be from a large number and wide 2. The line card of claim 1 wherein the data link is one of 

variety of sources communicating with a similarly wide OC-192c compatible or 10 Gigabit Ethemei compatible, and 
variety of destinations, the load-balancing provided by the 60 the slower ports are OC-48c ports. 

IDP will be quite good. In some cases, however, for any of 3. The line card of claim 1 wherein the interface circuit 

a number of reasons, there will be data surges and bursts that extracts a key from incoming packets from the data link, 

will tend to overload a particular FIFO. processes the extracted key for each packet, and uses 

In another aspect of the invention the IDP has a further selected bits of the resuh for the packet to map the packet to 
function in load -balancing. This further function is provided 65 an individual one of the slower ports, 

for the unusual circumstance of sudden or sustained over- 4. The line card of claim 3 wherein the processing is by 

load as described immediately above. The IDP has reference a hashing function. 
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5. The line card of claim 3 wherein the key for an 
incoming Internet Protocol (IP) packet is the source address, 
destination address (SA/DA) pair, producing a unique result, 
such that all packets having a common SA/DA pair arc 
routed by the same slower port, using a selected pair of bits 5 
from the result, 

6. The line card of claim 3 wherein labels of multi- 
protocol label-switching (MPLS) packets are processed to 
map MPLS packets to the slower ports. 

7. The line caid of claim 3 wherein packets other than lO 
Internet Protocol (IP) and multi-protocol label-switching 
(MPLS) packets arc processed by point-to-point protocol 
(PPP) code. 

8. The line card of claim 1 wherein the interface circuit 
monitors buflfer content for the ingress bufiTers, and reroutes is 
packets from a first buffer to a second buffer, based on the 
first buffer content being above a pre-sel threshold. 

9. The line card of claim 1 wherein the egress buffers are 
provided in a capacity to hold at least two maximum-size 
packets, and the interface circuit pulls a packet from a buffer 20 
for the framer only if the buffer contains a complete packet, 

10. On a line card for a data packet router, a method for 
routing data packets from a data link having a first trans- 
mission capacity to a plurality of slower ports the method 
comprising the steps of: 25 

(a) extracting a key from each incoming packet; 

(b) producing a unique data string from the key; 

(c) selecting bits from the data string; and 

(d) mapping the packets to the slower ports through 30 
ingress buffers dedicated to the ports according to the 
binary value of the selected bits. 

11. The method of claim 10 wherein the link is compatible 
with SONET OC 192c protocol, and the slower ports are 
compatible with SONET OC 48c protocol. 35 

12. The method of claim 10 wherein, in step (b), the 
unique data string is produced by a hashing function. 

13. The method of claim 10 wherein, in step (a), the key 
for an incoming Internet Protocol (IP) packet,is the source 
address, destination address (SA/DA) pair, producing a 40 
unique result, such that all packets having a common SA/DA 
pair are routed by the same slower port, using selected bits 
from the unique result. 

14. The method of claim 13 wherein the unique result is 
produced from the SA/DA pair by a hashing function. 



15. The method of claim 10 wherein, in step (a), labels of 
multi-protocol label-switching (MPLS) packets are selected 
as the key. 

16. The method of claim 10 wherein, in step (a), the key 
for packets other than Internet Protocol (IP) and multi- 
protocol label-switching (MPLS) packets is point-to-point 
protocol (PPP) code. 

17. The method of claim 10 wherein buffer content for the 
ingress buffers is monitored, and packets are rerouted from 
a first buffer to a second buffer, based oo the first buffer 
content being above a pre -set threshold. 

IS. The method of claim 10 wherein, in step (a), labels of 
multi-protocol label-switching (MPLS) packets are selected 
as the key. 

19. The method of claim 10 wherein, in step (a), the key 
for packets other than Internet Protocol (IP) and multi- 
protocol label-switching (MPLS) packets is point-to-point 
protocol (PPP) code. 

20. On a line card for a data packet router, a method for 
routing data packets between a data link having a first 
transmission capacity and a plurality of slower ports, the 
method comprising the steps of: 

(a) extracting a key from each incoming packet; 

(b) producing a unique data string from the key; 

(c) selecting bits from the data string; and 

(d) mapping the packets to the data link from the slower 
ports through egress buffers dedicated to the ports 
according to the binary value of the selected bits; 

wherein each egress buffer holds at least two maximum- 
size packets, and a packet is pulled from an egress 
buffer only if the buffer contains a complete packet. 

21. The method of claim 20 wherein the link is compatible 
with SONET OC I92c protocol, and the slower ports are 
compatible with SONET OC 48c protocol. 

22. The method of claim 20 wherein, in step (b), the 
unique data string is produced by a hashing function. 

23. The method of claim 20 wherein, in step (a), the key 
for an incoming Internet Protocol (IP) packet is the source 
address, destination address (SA/DA) pair, producing a 
unique result, such that all packets having a common SA/DA 
pair are routed by the same slower port, using selected bits 
from the unique result. 

24. The method of claim 23 wherein the unique result is 
produced from the SA/DA pair by a hashing function. 
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